IDP Login Configuration

The IDP (Identity Provider) login refers to the process of authenticating a user
via an external service that manages identities.

The user can log in with an account from an external identity provider, e.g. Azure AD.
This login approach needs to be configured in Keycloak backend depending on the requirements of
the customers.

OMN does not manage the authentication and profiles of the IDP users since they are external
identities, but the user could map them to work with OMN smoothly.

Currently, the following mappings are supported:

* Mapping Activation for OMN Login (Mapping the activation state)
* Mapping IDP User Profile
* Mapping IDP User Groups

According to the requirements of the customers, the IDP logins could be configured in the keycloak
admin console. Keycloak supports both: OpenID Connect and SAML protocols.
This guide will focus on the OpenID Connect protocol.

It needs the administrator access to the keycloak admin console for configuring the IDP logins. The
credentials could be found in the keycloak.env file from the OMN server.

Furthermore, access to the MS Entra Admincenter (e.g. as Global Administrator) is required.

IDP Configuration Example - Azure AD

To configure an IDP login with Azure AD, two setup steps are necessary: with the Microsoft Entra
Admincenter (Azure AD) and the Keycloak Admin Console.

The steps in the following chapters should be followed.

Microsoft Azure AD

1. Log in to your admin console and navigate to the Applications section:

2. Select Applications — App Registrations — New registration


https://entra.microsoft.com/

Microsoft Entra admin center 2 Search resources, services, and docs (G+/)

Home > App registrations > Register an application >

A Home . .
App registrations

¥ What's new

X Diagnose & solve problems + New registration| @ Endpoints X Troubleshoot O Refresh i Download Preview features ;‘\1 Got feedback?

Favorites hd
* 0 Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide techni
security updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more
& Identity ~
@ Gl All applications Owned applications  Deleted applications
R Users v O Start typing a display name or application (client) ID to filter these r. +Y Add filters
o Groups '
This account isn't listed as an owner of any applications in this directory.
) Devices N . taal "
View all applications in the directory
I B8 Applications ~ I

Enterprise applications

E‘| Protection N

283 Identity Governance ~

gB  External Identities v
Show more

3. Provide a name for the application you are registering and select the account type that you
would like to be supported — single-tenant.
Then click the register button.

Home > App registrations > Register an application > App registrations >

Register an application - x

* Name

The user-facing display name for this application (this can be changed later).

[ Keycloak v

Supported account types

Wheo can use this application or access this API?
@ Accounts in this organizational directory only (Apollon GmbH&Co.KG only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Xbox)

O Personal Microsoft accounts only

Help me choose.

Redirect URI (optional)

We'll return the authentication respanse to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios,

‘Web ~ | | e.g. https://example.com/auth Ve

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies !

4. After you have registered your application, you will be returned to the Application registration’s
overview page.
You need to save your Application (client) ID, since you will need it later.



Home > KeyCloak > App registrations >

m KeyCloak =

IP Search | « ]ﬁ[ Delete @ Endpoints Preview features

® i
% Overview 0 Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —

& Quickstart

#" Integration assistant A Essentials

X Diagnose and solve problems Display name Client credentials
KeyCloak Add a certificate or secret

Manage Application (client) ID Redirect URIs

. X 251fd238-ee3e-467f-b80a-de515d8cb92e Add a Redirect URI

2 Branding & properties
Object ID Application ID URI

D Authentication 6eee5080-b415-4a7a-a190-b11cd1ce701d Add an Application ID URI

Certificates & secrets Directory (tenant) ID Managed application in local directory

2a349cbe-fdb0-4514-a478-35f81403deca KeyCloak

11! Token configuration Supported account types

-9~ API permissions My organization only

Expose an AP|

to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more
Owners

&
&

Roles and administrators Get Started  Documentation

Manifest

5. Create a Client Secret for your Application:

> On the left side, navigate to Certificates and secrets. Create a New client secret.

Home > KeyCloak > App registrations > KeyCloak

KeyCloak | Certificates & secrets =

|}7' Search | « 2 Got feedback?

B Overview

X
0 Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph.
App roles We will continue to provide technical support and security updates but we will no longer provide feature updates. Applications will need to be upgraded

& Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an

HTTPS scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
#" Integration assistant

# Diagnose and solve problems

o Application registration certificates, secrets and federated credentials can be found in the tabs below.
Manage

B2 Branding & properties .
Certificates (0) Client secrets (0)  Federated credentials (0)

3 Authentication

Certificates & secrets

il!" Token configuration I+ New client secret I

- APl permissions

I A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

Description Expires Value Secret ID

& Expose an APl
No client secrets have been created for this application.

S5 Approles

&2 Owners

ai» Roles and administrators
i Manifest

Support + Troubleshooting

& New support request

o Add a description for your new secret and set an expiration for it.



Home > KeyCloak > App registrations > KeyCloak Add a Clier‘lt secret X

KeyCloak | Certificates & secrets =
Description I Keycloak Secret I

« o’ 7
‘ A Search | A Got feedback Expires Recommend: 80 days (6 months) o
B Overview
& Quickstart Credentials enable confidential applications to identify themseh
HTTPS scheme). For a higher level of assurance, we recommend
F'a Integration assistant
X Diagnose and solve problems
O Application registration certificates, secrets and federated cr¢
Manage
B Branding & properties . .
Certificates (0) Client secrets (0)  Federated creden
-3 Authentication
A secret string that the application uses to prove its identity w
Certificates & secrets
1l!' Token configuration -+ New client secret
-2 AP| permissions Description Expires.
& Expose an API
No client secrets have been created for this application.
HL Approles
& Owners
& Roles and administrators
il Manifest
Support + Troubleshooting
2 New support request
- Please save the Value and the Secret ID for later.
Home > KeyCloak > App registrations > KeyCloak
KeyCloak | Certificates & secrets = x
| O Search ‘ « &7 Got feedback?
# Overview

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an
&5 Quickstart HTTPS scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

#" Integration assistant

# Diagnose and solve problems Certificates (0) Client secrets (1) Federated credentials (0)

Manage A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

B2 Branding & properties
+ Mew client secret
3 Authentication
Description Expires Value () Secret ID
Certificates & secrets

. Keycloak Secret 3/18/2025 I 6t78Q~3nYC{RcAPPMXYehC254EYT. . -jIIbda2491E'd252*4cZB*QQST*SBFSEUC.-‘ [ 1] I
il Token configuration

=+ APl permissions

& Expose an AP

§L App roles

2 Owners

& Roles and administrators

i Manifest

Support + Troubleshooting

i Mew support request

6. Add the Redirect URI generated from Keycloak to the Azure Application Registration.
o Select Add a Redirect URI



Home >

] KeyCloak =

|}7‘ Search | «

B Overview
& Quickstart
# Integration assistant

# Diagnose and solve problems

Manage

= Branding & properties

2 Authentication
Certificates & secrets

11l Token configuration

<+ AP| permissions

& Expose an APl

HL App roles

&3 Owners

& Roles and administrators

i Manifest

Support + Troubleshooting

& New support request

Im Delete @ Endpoaints Preview features

A Essentials

Display name
KeyCloak

Application (client) ID
251fd238-ee3e-467f-bB0a-de515d8cb92e

Object ID
beee5080-b415-4a7a-a190-b11cd1ce701d

Directory (tenant) ID
2a349cbe-fdb0-4514-2478-35f81403deca

Supported account types
My organization only

Get Started ~ Documentation

Microsoft identity platform =
Help and Supportc!
Microsoft Graph=

Authentication libraries =

o Select Add a plattform — Web

Home > KeyCloak

) KeyCloak | Authentication =

|P Search | «

B Overview
& Quickstart
P Integration assistant

X Diagnose and solve problems

Manage

& Branding & properties

-3 Authentication
Certificates & secrets

il! Token configuration

% AP permissions

& Expose an AP

. App roles

& Owners

&, Roles and administrators

Manifest

Support + Troubleshooting

& New support request

£ Got feedback?

Platform configurations

X

Client credentials
0 certificate, 1 secret
Application 1D URI
Add an Application ID URI
Managed application in local directory
KeyCloak

Code samples=

Authentication scenarios o

Glossaryf!

Configure platforms X

Web applications

S

Build, host, and deploy a web server
application. .NET, Java, Pythan

E Single-page application

Configure browser client applications
and progressive web applications.

Depending on the platform or device this application is tar¢ Javascript

redirect URIs, specific authentication settings, or fields specific t

Supported account types

Who can use this application or access this API?

Mobile and desktop applications

. i0S / mac0s

Objective-C, Swift, Xamarin

* Android

Java, Kotlin, Xamarin

@ Accounts in this organizational directory only (Apollon Gm

O Accounts in any organizational directory (Any Micresoft En

Help me decide...

Advanced settings

Allow public client flows ©

Enable the following mobile and desktop flows:

EI Mobile and desktop
applications

Windows, UWP, Console, loT &
Limited-entry Devices, Classic iOS +
Android

« App collects plaintext password (Resource Owner Passwi

* No keyboard (Device Code Flow) Learn more

+ 550 for domain-joined Windows (Windows Integrated A

App instance property lock ©

o Add your Redirect URI you saved when configuring your identity provider in Keycloak and
paste it into the Redirect URI option for the platform you’re configuring.



Home > KeyCloak

) KeyCloak | Authentication =

2 Search
B Overview
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#" Integration assistant
# Diagnose and solve problems
Manage
B Branding & properties
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Certificates & secrets

1l Token configuration
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& Expose an AP
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M Manifest
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2 New support request

Keycloak

A Got feedback?
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Depending on the platform or device this application is tar|
redirect URIs, specific authentication settings, or fields specific

+ Adda platform
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Advanced settings

Allow public client flows &

Enable the following mobile and desktop flows:
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* No keyboard (Device Code Flow) Learn more

+ S50 for domain-joined Windows (Windows Integrated 4

App instance property lock ©

Configure Web P

€ All platforms Quickstart  Docsf

*Redirect URIs

The URIs we will accept as destinations when returning authentication responses (tokens)
after successfully authenticating or signing out users. The redirect URI you send in the
request to the login server should match one listed here. Also referred to as reply URLs. Learn
more about Redirect URIs and their restrictions

| Enter the redirect URI of the application

Front-channel logout URL

This is where we send a request to have the application clear the user's session data. This is
required for single sign-out to work correctly.

| e.g. https://example.com/logout

Implicit grant and hybrid flows

Request a token directly from the authorization endpoint. If the application has a single-page
architecture (SPA) and doesn’t use the authorization code flow, or if it invokes a web AP via
JavaScript, select both access tokens and ID tokens. For ASP.NET Core web apps and other
web apps that use hybrid authentication, select only ID tokens. Learn more about tokens.
Select the tokens you would like to be issued by the authorization endpoint

D Access tokens (used for implicit flows)

\:‘ ID tokens (used for implicit and hybrid flows)

1. Create OpenID Connect v1.0 as an Identity Provider in your Realm
> Log in to the Keycloak admin console and make sure the ONMN realm is selected.

o Create Realm and Client in Keycloak Administration Console

Identity Providers

Realm Settings

Name Provider Enabled Hidden Link only GUI order

Clients
Client Scopes

Roles

= Identity Providers

User Federation

Azure AD oide True False

Figure 1. Create IDP with OpenID Connect Protocol

o Select Identity Providers — Add provider — OpenID

SAML v2.0

False

Keycloak OpenlD Connect
GitHub

Facebook
Google

Connect v1.0



Home > KeyCloak | Conditional Access > App registratio Endpoints %
i KeyCloak =

| https://login.microsoftonline.com/common (1) I
| O Search | « il Delete & Authority URL (Personal Microsoft accounts only)
| https://login.microsoftonline.com/consumers 0 |
B Overview
} -~ Essential  ©Auth 2.0 authorization endpaint (v2)
& Quickstart — - -
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X Diagnose and solve problems Application ( - oken endport (v2)
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B Branding & properties Directory (& l https://login.microscftonline.com/2a349cbe-fdb0-4514-a478-35f81403deca/oauth2/authorize Dl
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1I!' Token configuration SAML-P sign-on endpoint
5 APl permissions [i ] 3:‘:,::‘ [ https://login.microsoftonline.com/2a3439cbe-fdb0-4514-a478-35f81403deca/sami2 IDI
@ Expose an API toMit  SAML-P sign-out endpoint
| https://login.microsoftonline.com/2a349cbe-fdb0-4514-a478-35f81403deca/sami2 [Ia} |
L Approles
” Giet Startef Ws-Federation sign-on endpoint
2 Owners 9/ p
I https://login.microsoftonline.com/2a349cbe-fdb0-4514-a478-35f81403deca/wsfed I I
it Raoles and administrators
Federation metadata document
Manifest 3 - ; i
| https.//login.microsoftonline.com/2a349cbe-fdb0-4514-a478-35f81403deca/federationmetadata/2007-06/federationmetadata.xml [la] |
Support + Troubleshooting OpenlD Connect metadata document
& New support request II https://login.microsoftonline.com/2a349cbe-fdb0-4514-a478-35f81403deca/v2.0/.well-known/openid-configuration D II

Microsoft Graph APl endpoint

| https://graph.microsoft.com [Ia} I

o Under Import External IDP Config you need to add the External link from Entra AAD. For
this go to Endpoints and copy the OpenID Connect metadata document link.

v Import External IDP Config @

Import from URL & https:/flogin.microsoftonline.com/0 _cHENZ.[

Import from file & Select file (5]

Figure 2. Import the metadata from IDP URL
. Import the IDP configuration from the Azure AD metadata URL (Ask the customer for the
metadata URL):

o Fill the field Import from URL with the information you can find here, for example.

o Click on the Import button.

. Fill the Alias field with the expected IDP name, e.g. azuread, the Redirect URI field will be filled
automatically.

. Use the generated Redirect URI to register an application in the Azure AD side for getting the
Client ID and Client Secret from Azure AD (Ask the customer for help).

. Fill the Client ID and Client Secret fields with the values from the Azure AD application
configuration.

. Set First Login Flow to OMN First Broker Login
. Set Post Login Flow to IDP-PostLogin

. Set Client Authentication to (lient Secret sent as post


https://login.microsoftonline.com/your-tenant-id/.well-known/openid-configuration

9. Set Prompt to login

10. Set Default Scopes to openid profile

11. Click on the Save button

Validation of IDP configuration

To validate the IDP side configuration, you could use the tools like Postman or Curl to get the token
from the token endpoint which could be found from the field Token URL in the IDP configuration
above. Also replace the client_id, client_secret, username, and password with the values from the

IDP.

Query token by Curl

curl --location 'https://login.microsoftonline.com/YOUR_TENANT_ID/oauth2/v2.0/token" \
--header 'Content-Type: application/x-www-form-urlencoded' \

--data-urlencode 'client_id=YOUR _CLIENT ID' \

--data-urlencode 'grant_type=password' \

--data-urlencode 'client_secret=YOUR _CLIENT SECRET' \

--data-urlencode 'scope=openid profile' \

--data-urlencode 'username=YOUR_USERNAME' \

--data-urlencode 'password=YOUR_PASSWORD'

Query token by Postman

| POST ~ https://legin.microsoftonline.com/2a345 NG ) 3 = c 3 /oauth 2 /v2.0ftoken | m
Params Authorization Headers (12) Body » Scripts Tests Settings Cookies
O none (O form-data  © x-www-form-urlencoded () raw () binary (O GraphQL
Value Description = Bulk Edit
client id O —
grant_type password

<< BN

Pretty

Com e W e

client_secret
scope
username

password
Body Cookies (3)
Raw

"scope": "openid profile email",
"expires_in": 4579,

"ext_expires_in": 4579,
"access_token":

openid profile
Headers (16) Test Results 200 OK 515ms - 55KB - & Save Response sss
Preview Visualize BON v S o Q
"token_type": "Bearer"',

"eylBeXAi0iIKV1QiLCIub25iZSI6INFIVUX0SFVENGMERTK2bXQOV3c3UnNNa3c1VIMxNmMAR3I2MXhScDVINWMiLCIhbGei0iISUZzIANITSIng1dCI6IKkg5bmolQUITc3dNecGhnMYNGeDdgYVY thEISdyIsImtpZCI6Ikgs
bmo1QUITc3dNcGhnMYNGeDdgYVYtbEISdyI9

eyJhdWQiDiIwMDAWMDANMy OWMDAWLTAWMDALY ZAWMCOWMDAWMDAWMDAWMDALLCIpc3Mi01iJodHRwWe zovL 3NBey53al5kb3dzL m51dCBy Y THROWNIZSImZGIWL TQIMTOtYTQ30COZNWY AMTOWM2R1Y2EvI iwiaWFOIjoxNzI2N
Tc10DQ5LCIuYmYi0jE3MIYINZUANDks IMVAcCI6MTcyNjUAMDey0SwiYWNJdCI6MCwiYWNyIjoiMSIsImFpbyI6IkFUUUFSLZhYQUFBQUPMSATYU15anZCS1hHHI1WHNJel12dF1lhemplelBydzhlSmxqQiFMaEUXTThQUT
NQMBdsNTAEQMZOdVpPUZEILCIhbXI1015icHdKI10s ImFucFIkaXNwbGFSbmFEZSI6IktleUNSb2FrIEINTIiIsImFWcGLKIJoiYTASM2YyZWUtMTBI0SOONGYZLWIYZ jUtMzBhZ jBKNDAZMMEZIiwiYXBwaWRhY3Ii0iIxIiw
iZmF talx5X25hbhUi0iMasSIsImdpdmVuX25hbWUi0iJKaWFuZyIsImlkdHlwIjoidXNLciIsImlwYWRkciI6I 1021 TyMyAxNiMUMTQyIiwibmFtZSI6IkppYWSnIEXpIinib21kIjoINTgANmY xMWUtM2FiNyOANDhiLTgy
MzMtND1hYTUyOTdiM2MxTiwicGxhdGYi01iIxNCISInBlaklQi0iIxMDAZM]AWMZhEQTMxMZExTiwicmgi01iInLkFhOEF2cHewS3IEQUZFY2t1RFgARKFOZXLnTUFBQUFBQUFBOXdBQUFBQUFBQUFBZEFUTS41LCIZY3A101dve
GYualQgcHIVZmLsZSBlbWFpbCISINNIYiI6I19F TVVaxX300S1YtN2NeRGFVIKFUUUFIMEIET3pZNGL1RDZYSHIBD3Z10G81LCIOZWShbnREcmYnaW9uX3Njb3B1IjoiRVUILCIOaNQi0iTyY TMOOWNIZSIMZGIWLTQIMTQLYT
Q30COzNWYAMTOWMZR1Y2EiLCI1bmlxdWvEbmFtZSI6ImpsalUBhcG9sbGIuLMRITiwidXBuTjoiamxpQGFwh2xsh24uZGUiLCI1dGki0117521C0A1FSA5TTOM2SHRTaDBIRKFBTiwidmVyTjoiMS4wTiwid21keyToWyJiNz]
mYmYOZCOzZWYSLTQ20DktODEOMyB3NMIx0TR10DUIMDK1XSwieGlzX21kemvsIjoiMTAGMSIsInhtc192dCI6ey JzdWIi01IRbjk2RESPhTkxcOS0ZE9aWT hmZnBDTESTeUZUeDRCNZ1ZUXZKNKh JbmpZIn@sInhtc190Y2RO
IjoxNzA3MzIOM]gALCI4bXNEAGRIcII6IKVVING.

DoRPm4F_IECUVsn] - B5V1x38Knkylwp3Wzk7cwM0BUISBYPdVI2dCCEHUTZKhNEXgmOEKbPXoLOUBNdoTawlk70EWirIMEORDYBc1dt-_OeoZh3XgRdoINBrtginHAWUWELRXSGPYjeuincFoiZ-oovUbErZN7nYTil1byC5v
TFEIdvVd_78dpFh2BdaU0u_ADvrDYEuXwKyOIaf78XVeAoAXSdLNTX2ERBFWzWHobhnarxgbWprpXGs59IU7 -BHUYBITFYNCAPBVMWNURK_tvFACBCKhIEaWtpXVgCh5GTnaiN6y IFtwHal jWdBmSGPIXs4B06w1ESQTZhALuk
310w",

"id_token": "eyJl0eXAi0ilKV1QiLCIhbGci0iJSUzIINiIsImtpZCI6Ikg5bmolQUaTc3dNcGhnMYNGeDdgYVYthEISdyIT.

eyJhdWQiDidhMDezZ§I1ZS50xMGISLTQAZ Y Y] INNSDZMGFmMGQaMDMYYTMiLCIpc3Mi0iJodHRwWezovL 2xvZ21ulmlpY3dve29mdGRubGluZS51b20vMmEZNDL YUt ZmRIMCOONTEOLWEANZ gt MzVmODEAMDNKZWNRL3YyL
JALLCIpYXQi0JE3MIYINZUANDkSINS1ZiT6MTcyNjUINTEO0SWIZXhwI]oxNzI2NTc5NzQ5LCIhY2NOTjowl CIhaW8i0iIFMMRAWUdENTEXM1dZS1 TvLysvazZHN28y0XMyU2gyekhYT1hSWCt1IMHRZcWMYWE05eDhBIiwiYX

Figure 3. Get IDP Token



Then check the following points:

* The access token and ID token should be returned successfully.
* The user profile data should be included in the ID token.
* The user groups should be included in the ID token.

* The login_hint claim should be included in the ID token (optional).

You can use https://jwt.io to decode the ID token and check above mentioned points.

Mapping Activation for OMN Login

Normally in OMN a new created user is not to be activated by default.
In the case of IDP login, the users could be activated automatically by mapping to the built-in role
omn-login-role.

Go to the Mappers tab and create a new mapper with the following settings:

* Name: omn-login-role-mapper

Sync Mode: Force

Mapper Type: Claim to Role

Claim: groups
= The claim name which provides the user groups from Azure AD

Claim Value: your-target-group-from-azure-ad
= The group name whose members should be activated in OMN automatically.

Role: omn-login-role

Identity Providers » azuread : ldentity Provider Mappers > Omn-login-role-mapper
Omn-login-role-mapper
[s] 109bcesf-0bd4-4488-871c-2d0aalc1ef76
Name * & omn-login-role-mapper
Sync Mode Override * & farce v
Mapper Type & Claim to Role
Claim & groups
Claim Value & ef7a3f68-8f69-4eff-9212-7ea54535401f
Role @ omn-login-role Select Role
m Cancel

Figure 4. Mapping Activation State

If there are multiple groups in Azure AD which should be activated in OMN, you can create
multiple mappers with different Claim Value settings for each group.

After that, all users from the configured groups will be activated automatically and others have to
be activated manually by the administrator.


https://jwt.io

This automatic activation will be only executed at the first IDP login.
o After that, the user could be activated or deactivated only by administrator
manually.

Mapping IDP User Profile

An OMN user has own profile properties which could be also mapped from the IDP user profile
data.
OMN has the following standard profile properties:
e userName
* firstName
* lastName
* email
* phone
 fax
* Zip
* address
* City
e country
* department
* company
Keycloak normally does the mapping automatically for the standard claims like username, email,

given_name, family_name, etc.
Others, e.g. company, should be mapped manually following the next steps:

Go to the Mappers tab and create a new mapper with the following settings:

* Name: omn-userinfo-company
* Sync Mode: Force
* Mapper Type: Attribute Importer

e Claim: companyName
= The claim name matching the company name from Azure AD

* User Attribute Name: company
= The OMN user profile property name from the above properties list
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ldentity Providers > azuread : ldentity Provider Mappers : Omn-userinfo-cormpany

Omn-userinfo-company &

1D

MName * &

Sync Mode Override * @

Mapper Type @

Claim &

User Attribute Name &

fac361cc-f343-4f4f-8735-4754240699¢2

omn-userinfo-company

force

Artribute Importer

companyMame

company

Save | Cancel

Figure 5. Mapping User Profile

After that, the company property will be filled with the value from the Azure AD user profile. The
same could be done for other user profile properties.

o The user profile mapping will be executed at each IDP login so that the user profile
data will be always up-to-date.

Mapping IDP User Groups

OMN has user groups with different access rights, that could be also mapped from the IDP user
groups. For example, the user from the group admin in Azure AD could be mapped to the admin
group in OMN.

Before the mapping, the groups should be synchronized from the OMN LDAP into Keycloak.

Go to User Federation — omn-ldap — Mappers — omn-1ldap-group, and click on Sync LDAP Groups to
Keycloak button.
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User Federation Ldap LDAP Mappers omn-ldap-group

Omn-ldap-group

Realm Settings D 7dc32897-17¢5-4261-ba7e-099571d023ba
Clients Name * omn-ldap-group
Client Scopes
Mapper Type group-ldap-mapper
Roles
. . LDAP Groups DN ou=groups,o=Meyle-Mueller,c=de
|dentity Providers P group i
User Federation Group Name LDAP Attribute o
Authentication
Group Object Classes groupOfNames
Preserve Group Inheritance m
Groups
lgnore Missing Groups OFF
Users
. Membership LDAP Attribute member
Sessions
Events Membership Attribute Type
Import Membership User LDAP Attribute )]
Export
LDAP Filter
Mode READ_ONLY ~
User Groups Retrieve Strategy | LOAD_GROUPS_BY_MEMBER_ATTRIBUTE v
Member-Of LDAP Attribute memberOf

Mapped Group Attributes

Drop non-existing groups during sync OFF

Groups Path /

CEWRINET LM Sync LDAP Groups To Keycloak | Sync Keycloak Groups To LDAP

Figure 6. Sync OMN Groups

Go to Identity Providers — Azure AD, then open the Mappers tab and create a new mapper with the
following settings:

Name: omn-group-admin-mapper

Sync Mode: Force

Mapper Type: Advanced Claim to Group

Claims: = add a claim key-value pair key: groups = The claim name which provides the user
groups from Azure AD value: admin-IDP = The IDP group name which needs to be mapped to
the OMN group

* Group: manager-gui
= Choose the target OMN group by clicking on the Select Group button

The same could be done for other groups.
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Identity Providers azuread Identity Provider Mappers > Create ldentity Provider Mapper

Add |dentity Provider Mapper

Name * @ omn-groups-admin-mapper
Sync Mode Override * © force ~
Mapper Type @ Advanced Claim to Group W
Claims @
Key Value Actions
groups ef7a3f68-869-4eff-9212-7ea54535401f Add
Regex Claim Values & OFF
Group @ /manager-gui Select Group

m Cancel

Figure 7. Mapping Group

Configure ID Token with additional user
information (Azure AD)

The following example shows the configuration or additional claims. In this case, we configure the
IDP Token endpoint to print the user groups, additionally.
1. Log in to your admin console and navigate to the Applications section:

2. Select Applications — App Registrations — All applications

Microsoft Entra admin center R Search resources, services, and docs (G+/)

2 Groups 4 Home >

App registrations = -

£ Devices ~
Overview + New registration @ Endpoints X Troubleshoot () Refresh L Download Preview features A7 Got feedback?
All devices

@ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide technicz

BitLocker keys
Y security updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

i) Applications N

Enterprise applications All applications Owned applications  Deleted applications
I App registrations L Start typing a display name or application (client) ID to filter these r... +? Add filters

Ze Roles & admins ~
This account isn't listed as an owner of any applications in this directory.
B silling ~ .
View all applications in the directory
8 Settings v
B Protection v
2} Identity Governance v
Hl  External Identities ~

3. Select the KeyCloak app instance created previously.
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https://entra.microsoft.com/

Microsoft Entra admin center L Search resources, services, and docs (G+/)

% Groups N2 Home >
e . App registrations  # - x
Overview -+ New [ K () Refresh 1 Download Preview features 27 Got feedback?
All devices
Bittsckar ey @ starting June 30th, 2020 we will no longer add any new features ta Azure Active Directory Authenticaticn Library (ADAL) and Azure Active Directory Graph. We will continue to provide technical support and
security updates but we will no langer provide feature updates. Applicaticns will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

) Applications o~

T — All applications ~ Owned applications ~ Deleted applications

| App registrations £ Start typing a display name or application (client) ID to filter these r... Fi7 Add filters
s Roles & admins N 12 applications Touna
B il . Displayname © Application (client) ID Created on Ty Certificates & secrets
illing
B Settings ~
B Protection ~
€2} Identity Governance v
BB External Identities v
£ User experiences v
= ~
e R ass et n KeyClozk 2511d238-ee3e-467f-b80a-des 15d8cbo2e 9/19/2024 © curem |

Microsoft Entra Connect

4. Go to Token configuration — Add optional Claim — ID — Select needed claims, e.g. Claim all and
Click Add Button.

» KeyCloak OMN | Overview > App registrations > KeyCloak OMN | Token configuration > Ap Add optional claim %
1 KeyCloak | Token configuration =

Once a token type is selected, you may choose from a list of available optional claims.

| O Search ‘ « &7 Got feedback?
= Overview Optional claims * Token type
& Quickstart Access and ID tokens are used by applications for authentication. Learn more7'

Optional claims are used to configure additional information wi

# " Integration assistant
I+ Add optional claim - Add groups tlaiml

X Diagnose and solve problems

Manage
Claim T Description
. im T -
& Branding & properties Claim Description
No results. .
3 Authentication acct User's account status in tenant
Certificates & secrets acrs Auth Context IDs of the operations the bearer is eligible t...
I {I' Token configuration I auth_time Time when the user last authenticated; See Open|D Conn...
- API permissions ctry User's country/region
& Expose an API email The addressable email for this user, if the user has one
#L App roles family_name Provides the last name, surname, or family name of the us...
&4 Owners fwd IP address
4. Roles and administrators given_name Provides the first or "given” name of the user, as set on th...
M Manifest in_corp Signals if the client is logging in from the corporate netw...
. ipaddr The IP address the client logged in from
Support + Troubleshooting
_ login_hint Login hint
& New support request
onprem_sid On-premises security identifier

5. Go to Add groups claim — select e.g. Security groups and the token ID with e.g. Group ID.
Then Click the Add button.

14



Home > KeyCloak
1 KeyCloak | Token configuration =

o Adding the groups claim applies to Access, ID, and SAML token types. Learn more '

Edit groups claim X

[ O Search ‘ « 47 Got feedback?
B Overview Select group types to include in Access, ID, and SAML tokens.
&4 Quickstart , Security groups

A These claims (email, upn, family_name, given_name) require (
. - B D Directory roles

# Integration assistant

R . D All groups (includes 3 group types: security groups, directory roles, and distribution lists)
. Diagnose and solve problems Opthl'IEﬂ claims
avoid exceeding the limit on the number of groups a token can emit)

Manage Optional claims are used to configure additional information wi

D Groups assigned to the application (recommended for large enterprise companiesto (0

= Branding & i —+ Add optional claim | 4 Add groups claim
raning & properties Customize token properties by type

3 Authentication ~ ID

Certificates & secrets Claim Description @ Group ID

et R A . S

i .
{l!' Token configuration (_) sAMAccountName

- auth_time Time when the user last authen
- AP| permissions - O NetBIOSDomain\sAMAccountName
@ Expose an API Gt User's country/region O DNSDomain\sAMAccountName
App roles A email The addressable email for this L O On Premises Group Security Identifier
22 Owners A family_name Pravides the last name, surnam D Emit groups as role chaims
~  Access

&, Roles and administrators fud P address
B Manifest A given_name Provides the first or “given™ nan v SAML

in_corp Signals if the client is logging i
Support + Troubleshooting

ipaddr The IP address the client loggec
& New support request

login_hint Login hint

onprem_sid ‘On-premises security identifier

preferred_username Provides the preferred usernam

6. Go to API permissions — Add a permission

-+ > Enterprise applications | All applications > KeyCloak OMN | Overview > App registrations > KeyCloak | APl permissions > App registrations > KeyCloak

- KeyCloak | API permissions # - X

I L Search ‘ « () Refresh 27 Got feedback?

B Overview

& Quickstart %

A Granting tenant-wide consent may revoke permissions that have already been granted tenant-wide for that application. Permissions that users have already

#" Integration assistant granted on their own behalf aren't affected. Learn more

X Diagnose and solve problems

Manage 0 The "Admin consent required" column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This

column may not reflect the value in your organization, or in organizations where this app will be used.
B Branding & properties
3 Authentication Configured permissions
Certificates 8 secrets Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions

should include all the permissions the application needs. Learn more about permissions and consent

11! Token configuration

I 5 APl permissions -+ Add a permission I ~ Grant admin consent for Apollon GmbH&CoKG I

@ Expose an APl APl / Permissions name Type Description Admin consent req...  Status

2 App roles v Microsoft Graph (1)

&8 Owners User Read Delegated  Sign in and read user profile No e

4. Roles and administrators
Il Manifest To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications,
Support + Troubleshooting

& New support request
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7. Go to Microsoft

Home > KeyCloak OMN | APl permissions » App registrations > KeyCloak

- KeyCloak | APl permissions =

I R Search

B Overview
% Quickstart
rd Integration assistant

X Diagnose and solve problems

Manage

= Branding & properties

—3 Authentication
Certificates & secrets

111 Token configuration

= APl permissions

Expose an API

App roles

&2 Owners

4. Roles and administrators

il Manifest

Support + Troubleshooting

& New support request

() Refresh | 2! Got feedback?

A\ Granting tenant-wide consent may revoke permissions that have already been granted tenant-wide for that application. Permissions that users have already
Learn more

qgranted on their own behalf aren't affected.

x

0 The "Admin consent required" column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This

column may not reflect the value in your organization, or in organizations where this app will be used.

Configured permissions

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions

should include all the permissions the application needs. Learn more about permissions and consent

-+ Add a permission Grant admin consent for Apellen GmbH&Co.KG

APl / Permis Type Description
v Microsoft Graph (1)

UserRead Delegated  Sign in and read user profile No

Admin consent req...

Status

@ Granted for Apollon Gm_ ==+

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

Graph — add a permission

8. Goto Microsoft Graph — Delegated permission is selected.
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' Request API permissions X

@ Microsoft Graph

https://graph.microsoft.com/ Docs

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

. Select permissions expand all
[ £ Start typing a permission to filter these results
o The “Admin consent required” column shows the default value for an organization. However, user consent can be customized per

permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn
! more

Permission Admin consent required

" Openld permissions (2)

email @

H o q - Mo
View users’ email address

[j offline_access @) N

o

Maintain access to data you have given it access to
openid O

UJ ) . No

| Sign users in
T | PR |
Update permissions | Discard |

. There you need the following permission set:
OpenId permissions: check that email and profile is selected.
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Request APl permissions

" Openld permissions (2)

H email ()

View users' email address

offline_access ()

Maintain access to data you have given it access to
Sign users in

profile @
View users' basic profile

O
El openid (O
(|

> AccessReview

> Acronym

> AdministrativeUnit

> AgreementAcceptance
> Agreement

> Analytics

> APIConnectors

Update permissions l Discard l

10. In User check that User.Read is selected.

18
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Request API permissions X

' User (1)

User.DeleteRestore All (D

D Yes
Delete and restare users

[j User EnableDisableAccount All (D) v

es

Enable and disable user accounts
User.Export.All @

[j Yes
Export user's data
User.Invite All (O

D . o Yes
Invite guest users to the organization

[j User.Manageldentities.All (0 v

es

Manage user identities

u User.Read O i
Sign in and read user profile
User.Read.All

D Yes
Read all users' full profiles

D User.ReadBasic.All (O No
Read all users' basic profiles

[j User.ReadWrite () No
Read and write access to user profile

[j User.ReadWrite.All & Yes
Read and write all users’ full profiles
User.RevokeSessions.All (O

D Yes

Revoke all sign in sessions for a user

Update permissions | Discard |

11. Navigate to Applications— Enterprise applications — Permissions and Grant the Admin

Home > KeyCloak | APl permissians > App registrations > KeyCloak
Home
o KeyCloak | Permissions - X
*  What's new "% ntemprise Application
N A s iR « () Refresh +/ Review permissions = 2’ Got feedback?
B Overview
. ~ Deployment Plan L.
i G Permissions
X Diagnose and solve problems
. Below is the list of permissions that have been granted for your organization. As an administrator, you can grant permissions to this app on behalf of all users
> Identity ) Manage (delegated permissions). You can also grant permissions directly to this app (app permissions). Learn more.
@ overview 1l Properties You can review, revoke, and restore permissions. Learn more.
L users s & Owners To configure requested permissions for apps you own, use the app registration.
s C h & femme s _
roups .
& Users and groups
B ™D Singlesignon Admin consent  User consent
& Applications ~ @ Provisioning \ < Search permissions
| Enterprise applications ! Application proxy APl Name T4 Claim value T4 Permission T4 Type T4 Granted through T, Granted by Ty
€ Self-service .
App registrations Microsoft Graph
Custom security attributes Micrasoft Graph email View users' email address Delegated Admin consent An administrator
B Protection ~
Security Micrasoft Graph profile View users' basic profile  Delegated Admin consent An administrator
[y ~
KdeniiyCossancs & Conditional Access Microsoft Graph User.Read Sign in and read user pr... Delegated Admin consent An administrator
B External Identities ~ I [ —r——— I
Show more @ Token encryption
Activity
Learn & support ~
o lmiar B sign-in logs
« e
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12. Accept the registration.

a" Microsoft

ie

Angeforderte Berechtigungen

Fiir Inre Organisation Uberprifen

KeyCloak

HD =

Diese Anwendung wird nicht von Microsoft
verdffentlicht.

Diese App bendtigt folgende Berechtigungen:

.~ Anmelden und Benutzerprofil lesen

Wenn Sie zustimmen, erhdlt diese App Zugriff auf die
angegebenen Ressourcen fur alle Benutzer in Ihrer Organisation.
Niemand sonst wird zur Uberpriifung dieser Berechtigungen
aufgefordert.

Durch das Akzeptieren dieser Berechtigungen gestatten Sie
dieser App, lhre Daten gemal den Vertragsbedingungen und den
Datenschutzbestimmungen zu verwenden. Unter
https://myapps.microsoft.com kénnen Sie diese Berachtigungen
andern. Details anzeigen

Wirkt diese App verdichtig? Hier melden

-

o This is just an example of a test configuration. More information for Configure
optional claims from Microsoft.
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